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OCHOBHBIE TEPMHWHBI, COKPAIIIEHUA U OIIPEAEJIEHUA

TepMuH nim

T ITosicHenue
APM ABTOMAaTH3MpPOBAaHHOE pabodee MECTO.
I'PO I'maBHBIN perucTpaTop OpraHu3aLuu.
I'vig l'onoBHo# ynocrosepsitommii neHTp Munmdpsr Poccun
ECUA Enunas cucrema naeHTHGUKAINN U 2y TEeHTH(DUKAITIH.

Wuctpykius Ne 152

NucTpykius 06 opranuzamun 1 o0ecnedeHnto 6e30MacHOCTH XpaHeHus, 00paboTKH 1
nepeaayy 1o KaHajaaM CBSA3U C UCIOIb30BAaHUEM CPEICTB KPUITOrpaduIecKoi
3alUTH THPOPMAIMH C OTPAHUYECHHBIM JIOCTYIIOM, HE COAEpIKallel CBeCHUH,
COCTaBJISIONINX TOCYAAPCTBEHHYIO TaiHY, yTBepxkaeHHas nprukazoM OAIICU ot
13.06.2001 Ne 152.

ncC HNudopmarmonHas cucrema.

NC AOK3 NndopmanmonHas cucrema « ABTOMaTH3alKsl OpraHa KpUNTOrpaduaecKoi 3aiuThh).
Oo6nanarens JIuio, caMOCTOATEIILHO CO3/aBIlee HHPOPMAIIHIO JTUOO MOTyYUBIIee HA
KOH(pHICHINAIBHON OCHOBaHHUH 3aKOHA WK JOTOBOPA MPaBO Pa3peraTh WIKM OIPaHUIMBATE OCTYI K
uapopmaruu (OKI) nH(pOpMAITUH, OTPeAETIIeMON TI0 KaKUM-THOO TTPH3HAKAM.

Opran Oprasuzanyst Wiy CTPYKTYypHOE MoApa3iesieHle, QyHKIHEeH KOTOPOro SBIAETCS
KpHunrorpaduueckon pa3paboTKa U OCYLIECTBICHUE MEPOIPUSTHUH 110 OPraHU3aLlH U 00ECIICUCHHIO

3alUThl HHPOpMAIHN
(OK31)

0€30MMacHOCTH XpaHEeHUs, 00padOTKH U Tiepeaauu ¢ ucnoib3zopanuem CK3U
koH(puaeHNaIpbHON nHpopMannu. OpraHoM KpUNTOTrpahUIeCcKOM 3aIUTHI
nH(popManuu MOKET OBITH OpraHU3anus, CTPYKTYPHOE IOApa3AeIeHIe OpraHu3auH,
obnanarens koHpuACHIMATHLHON HHpopManuu. OYHKIMH OpTraHa
KpUNTOrpaduIecKoi 3alIuThl MOTYT OBITH BO3JIOKEHBI Ha (PU3UUECKOE JIUIIO.

Opranuzanus Opranuzanus, oociayxuBaemas B TOOK

1o [IporpammHuoe obecrieueHue.

I[IOWb COBU ®K [Noncucrema obecneuenns HHPOpPMAIOHHON Oe3omacHocTH CHUCTEMBI 00ecTIeYeHHS
Oe3omnacHocTy uHpopManmu dDenepaIbHOro Ka3HauehHCTBa.

Peructpatop CoTpynHUK OpraHM3alMy, KOTOpOMY HazHadeHa poisib «Peructpatop» B I[IOUb
COBMH OK, BeIMONHAIOMUN aIMUHICTPUPOBAHIE YUEHBIX 3aIMCEH MOIb30BaTeNneit

CK3H1 CpenctBo kpunrorpadguyeckoit 3auuThl THPOPMAIHH.

Cotpynauk OKI dusnyecKoe U0, HEOCPEACTBEHHO HA/IETIEHHOE (PYHKIIMOHAIBHON POJIBbIO
o0J1aaTelis KOH(GHUASHIIMAILHOM nHpOPMAIUK, He00X0auMO# 11 padboTh! B [10
AOK3.

TODK TeppuropranbHblil opran PefepanbHOro Ka3HauencTaa

VI ®K VY nocrosepsitomuii neHTp PenepanbHOro Ka3HaueucTBa.

V3 VYyeTHas 3anuck

OK depepanbHOE Ka3HAYEHCTBO.

DIeKTpOHHAS TOITHCH
(31D

WNudopmarius B 2JIeKTpOHHOH (hopMe, KOTOpasi MPUCOSTUHEHA K IPYroi HHPOpMAIH
B AJIGKTPOHHOU (popme (TIoAnrchIBaeMOr HHPOPMAIINHY ) WITH HHBIM 00pa3oM CBsi3aHa
C Takoi HHpOpMaUer 1 KOTOpask UCTIONIB3YETCs IS OTIpeAeIICHHS JINLA,
MOAITMCHIBAIOIIETO HHPOPMALIHIO
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PACIHIU®POBKA TPA®UYECKHUX JIEMEHTOB BEB-UHTEP®EVICA

HNC AOK3
H300paskenue
Ne P IlosicHeHnune
3JIeMEeHTa
1. [IpocMOTp KOMITJIEKTA TOCTaBKH.
2. VY nanenue sx3emmuiipa CK31U/CK3U/KnroueBoro nokymenTta/JlumeBoro cuera
nons3oBatesist CK3U u T.1.

3. [ Beirpyska B XIs.
4, ® I

POCMOTP CKPBITOTO TEKCTA.
5. Ex N N

POCMOTP PEKBU3HUTOB AICKTPOHHON MOITUCH MEPOTIPHUSITHSI.
6. [Toarepxknenue nonyuyenus sxk3emisipa CK3U1 ot OK3U.
! CooOuuTh, uto ykazaHHbli sk3emiusip CK3U Obut BBENIEH B AelicTBUE.
8. CooOuuTh, yto ykazaHHbli sk3emiusip CK3U Obul BbIBEIEH U3 IEHCTBUSL.
9.

Bepuyts sx3emmsip CK3U B OK3U.




1. OBIIUE NOJOXEHUSA

Hacrosimas nHCTpyKIUS NpeaHazHayeHa il onucanus npouecca nepenayn CK3U,
AKCIUTyaTallAOHHOW M TEXHUYECKOM JIOKYMEHTAllMH, JIMIEH3UOHHBIX KIIYeH K HUM
Mexay TO®K u Opranuzanuei.

OcymectBinenne nepegaun  CK3M, sKkcIulyaTallMOHHOM W TEXHUYECKOM
JOKYMEHTAIMH, JIMIEH3UOHHBIX KIIOYeH K HUM MPOUCXOJUT B PaMKax BBIMOJHEHUS
TpeboBanuii Muctpykumu Ne 152.

2. HOAI'OTOBKA K PABOTE

Jlist momHonerHoU paboTel ¢ MC AOK3 monp3oBaTenio HEOOXOIUMO BBITIOJHUTH
o0s3aTeIbHbIE HACTPOMKH, ONMCAHHBIE HUXKE.

2.1 TpeooBanus k APM noJsb3oBaressi

Ha APM nonb3oBatens 10IKHO ObITh yCTaHOBIICHO cieayroniee [10:

Bbpaysep ¢ nogaepsxxkoi mudpoBanus 3amuiieHHbix coequHenuit no 'OCT (I'OCT
34.10-2012, TOCT 34.12-2018 u I'OCT 34.13-2018): SAAnnexc.bpaysep Bepcuu 20.2.1 v
Bhime wii Chromium-GOST Bepcuu 84 wiwm BlIie;

Kpunronpogaitnep Kpunrollpo CSP ne nmxke Bepcun 4.0 u Kpunrtollpo IIIIIT
Browser plug-in ve Huxe Bepeuu 2.0.

Paspemenue skpana APM nonp3oBarens 10kHO ObITh He MeHee 1920x1080.

2.2 YcTaHoBKa M HacTpoiika kpunronposaiigepa Kpunrollpo CSP

1. 3anycture ¢aitn ycranoBku Kpunrollpo CSP. Otkpoercs cTapToBOE OKHO
macrtepa ycranoBku Kpunrollpo CSP.

I Ipumeuanune:

Ilepsonauanvuoe nonyuenue Kpunmollpo CSP ocywecmensemcs ¢ TODPK no

Mmecmy HaxoocOenus (oocnyacueanus) Opeanuzayuu Ha Gusuveckom nocumene (CD,

DVD-oucku).



« |k2 KpuntoMpo CSP 4.0.9842

bnaroaapwm 3a esibop Kpuntollpo CSP.

MpoAon#an YCTaHOBKY, Bbl NPMHUMAETE YCN0BMA JTMLEHIMOHHOTO
COMMAWEHMA.

MpoAyKT BYAeT YCTaHOBAEH C BPEMEHHOR NMLLEH3MER Ha 3 MecALa.

— YCTaHOBWMTH (peKOMEHIYETCA)
Mpoaykr Gyaet ycraHosned B koHgurypaumn KC1 w Asbikom
OMEPALNOHHOR CHCTEMEI C HICTPORKAMN NO-YMONHEHNHD.

= [lonoAHNTENBHBIE OTLWK
Mozeonaer epibpate kongurypauwro KC n aseix,

Pucynok 1 — Cmapmosoe oxno macmepa ycmarnoexu Kpunmollpo CSP

2. Haxxmute Ha KHOTIKY «Y CTAHOBUTH (PEKOMEHIYETCS ).

KpunTollpo C5P 4.0,9842

| Woet HacTpoitka “Kpunmallpe CSP

Octaeweecn spemna: 1 cex

I Omvena

Pucynox 2 — Ilpoyecc ycmanoexu Kpunmollpo CSP

3. OroOpaxaercs okHo nporecca ycranoBku Kpunrollpo CSP.

[locne ycmnemHoW  yCTaHOBKM  KPHUMTOIpOBaifepa  OTOOpa3uTCs

«Kpunrollpo CSP ycnenHo ycTtaHoBieH».

Kpuntolpo C5P yonewHo ycTaHoBAEH,

oK

Pucynox 3 — Venewmnas yecmanosxa Kpunmollpo CSP

JUajor



4. Haxxmute Ha KHONKY «OK»;
5. 3anycrure Kpunrollpo CSP.
6. Ha Bxmagke «OOume» HaXxMHUTE€ Ha KHONKY «BBoj nuueH3um» u BBeOUTeE

JIMIIEH3UOHHBIN KITI0Y;

|42 KpwnTolpo CSP x
ANropUTHBl BesonacHoCTe Winlogon Hacrpoiim TLS
Obuime ObopyaosaHe Cepeu1c LononHWTensHo
Ill 4 KpunTtolpo CSP Bepovs npooykTa: 40,9542

Bepova aapa CK3KM: 4.0,9014 KIC1
£ Komvnanwa KPUMTO-NPO, Bee Npaga SalMueHsl.,

E; 3aNYCTWTh € NDEEAMA AAMWHWCTDATODS

NueHzua
CEDMIAHBIN HOMED:

EBnagenew: MonbsosaTens Windows
OpraH1zauma;

Cpok AefCTEMA MNocToAHHaA

THN NHLEHZMM: CepeepHan

Beoa nuueHIMK...

MNepBana ycraHoeka: 31.07.2018

Asbik

BribepKTe A3bIK ANA OTODPEKEHMA OKOH

- - <YMOMYEHKE CUCTEF
CSP Bawel y4eTHOW 3anuoM:

BeibepuTe AsbIK Ana oToDpameHns OKoH
CSP nonbsoBaTENeM, He 3303BLWMX ASEIK
(yMONYaHME CUCTEMEI):

Prycoradii

oK OTmMena MNPUMMEHUTE

Pucynok 4 — Bxnaoxa « Obwuey. Kpunmollpo CSP

Jlnst  HacTpOMKM KpUNTOIpOBaiiiepa HEOOXOAMMO BBIIOJHHUTH — CIEAYIOIINE
NEUCTBUSL:
1. 3anycture Kpuntollpo CSP or umMenn AqMUHKHCTpATOpPa;
2. llepeiinute Ha Bkianaky «Hactporiku TLS»;
3. BxuirouuTe B paznene «KnueHT» crienyromuye 4eKOOKCHI:
He npoBepsth cepTudukat cepBepa Ha OT3bIB;

He npoBepsath Ha3HAUeHHE COOCTBEHHOTO cepTU(UKATA.



L 58
Ofwme CRopynoBaHHE Cepeuc JononHWT EnLHD
ANropuTHEI BezonacHoCTE Winlogon HacTpoiiki TLS
KnmeHT

MononbsosaTte npoTokon OCSP
He nposepATE CEpTHMKET CEPESPE Ha OT3EIE
He MpoBepATE HasHaYeHue cobcTeenHoro cepTudmMkaTa
|:| He Monone30BaTe YCTapeBWwne dpher suite-si
Cepeep

Mcnonb3oBaTe NpoTokon QCSP
[ ]He npoBepsATE CEpTUDMKAT KNMEHTE Ha 0T3LIE
[|He npoeepsaTs HasHaqerue coficTEeHHoro cepTdHKaTa
|:| He ucnonesoBaTe yoTapeswie dpher suite-t
MNogaepwmeate RFC 5746 (Renegotiation Indication)
[ ] Tpefiosate nopaemxky RFC 5746 (Renegotiation Indication)

[ |Mnonbs0BaTs cepTHOMKAT KOMMGIOTEPS N0 YMOMYEHUO

PasMep KaLWE CECoMiA; 64 =

-

MaroiManeHoe Yuono LIC B 3anpoce cepTHdMKaTa: 100 =

Ok OTHMEHE MPUMEHHTE

Pucynox 5 — Bxnaoka «Hacmpoiiku TLS». Kpunmollpo CSP

4. Haxwmure Ha kHOTIKY «IIpumenuTs». [losiButcs 3anpoc Ha nepezarpy3ky APM;

52

Ana cMmedel pexvma patotel Kpuntollpe C5P HeoBxoguma
! nepesarpyzka. [NepesarpysuTe KoMNEOTER celvact

Ja Her

Pucynox 6 — 3anpoc na nepesazpy3xy nocie cmeHwl pexscuma pabomol

5. Haxxmure Ha KHONKY «/la»;

6. APM niepesarpysurcs.
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2.3 YcranoBka miaaruna «Kpunrollpo SIII browser plug-in»
[Tnarun «Kpuntollpo DUIT Browser plug-in» mnpeana3HaueH Ans CO3JaHUS U
IIPOBEPKU 3JIEKTPOHHOW MOANMCH Ha BeO-cTpaHuax c¢ wucnonb3oBanuem CK3U
«Kpunrollpo CSP».

daiin ycTaHOBKU JOCTYIIEH 1O aJIpECy:

https://www.cryptopro.ru/products/cades/plugin/get 2 0

HOCHGHOB&T@HBHOCTB maroB i1 YCTaHOBKH IJIarvHa:

1. 3anyctute daiia ycTaHOBKH;

Eﬁ cadesplugin.exe a

Pucynox 1 — Ckauennulil ¢atin ycmanogxu

2. Haxxmure «I[a» B OKHC IIOATBCPKIACHHUA YCTAHOBKH IIJIaIMHA,

Kpuntollpo 3UMN Browser plug-in

Yeranoeute Kpuntelpe 3UMN Browser plug-in?

Ja Het

Pucynok 8 — Iloomeepoicoenue ycmanosku

3. IIpu HEOOXOIMMOCTH Pa3pPEIINTE BBITIOJHEHHUE TPOTrPaMMBl;

[Py KOHTpOAE YUETHRIX 3aNWUCER NONbL30BATENEH

@] Bbl XOTWUTE paspelnTs CiedyoLLel NporpaMmmMe BHECTH
7

HM3IMEHEHWA Ha 3TOM I{I:]lu"ll'lbl'ﬁ]TE.‘pE'?

B—1  Vmanporpamme:: Kpuntollpo 3UMN Browser
1 plug-in
MpoeepeHHBld M34aTEAR: CRYPTO-PRO
WMeTounuk daina: HKecTknid guck KomneroTERE

@ Mokazate nogpoBHocT

Pucynok 9 — Paspewenue na ycmanogxy niacuna

4. BpInoaHseTCs TpOoLEecC YCTaHOBKU;


https://www.cryptopro.ru/products/cades/plugin/get_2_0
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Kpuntollpe 3UMN Browser plug-in

| et nactpoiika KpunTollpo 3UNM Browser plug-in

OcTaeweecA epemn; 12 cex

P - Omera

Pucynox 10 — Ilpoyecc ycmanosxku niacuna

4, OT06pa>KaeT051 YBCOAOMIICHHEC 00 YCHGHIHOﬁ YCTaHOBKC IIJIaIrHa,
KpunTollpoe 3UMN Browser plug-in >
KpunTollpo 3UMN Browser plug-in ycnewHo ycTaHoBAEH,

Ana koppertHoi patotel Kpuntolpe 3UN Browser plug-in mMoxet
noTpeGoBaTeCA NepesanycTUTE Gpaysep,

oK

PMC_)/HOK 11 — Venewno evinonnena ycmaHoeKa niacunHa

5. Haxxmute kHOnKy «OK»;

6. 3areM Bkounte pacumpenne Kpunrtollpo DL B ucnonb3zyemoM asist paboThl ¢
NC AOK3 6paysepe (cM. HIKE PUCYHKH 110 1aram 1-3):

6.1. 3anyctute 6paysep;

6.2. BeiOepute B HacTpolikax Opay3epa MyHKT «JlomonHeHus »;
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A=

0 CHHXpOHW3aLMA o

CGXPE—HTE" AaHHBIE, uToBbl WX HE MOTERATE

T BN 2

Mapoau 50

CDIDEHMTI: AdHHbIE

- 100% + o
p'f Brnounte Typbo
& Pexm unkorHuTo Ctrl + Shift + N

@ Hactpofiku

(E—:) HcToprA

i 3arpyzKu Cirl + )
‘iﬁ? JaKnagkm

@ KonnekLwmm

% MNaponK U KapThl

IE:} JononHexna I

E] AONoONHUTENEHD

Pucynok 12 — Bxrouenue nnaeuna 6 opaysepe. Illae-1

6.3. OToOpaxkaeTcst CMUCOK PaCUIMPEHHM, TOCTYITHBIX JJIs1 BKIIFOUEHHUS;

ZaPYIEH

FACSHLE HHCTRVIBKTL

Jawnaa Jarpym Hcropea Danaaresiug Hacpoiion EeaonacHacTL MNapane v kapm«

SaveFrom,nel Conpadekie Brneo
"' MOMOREET @ SAMH KIME CKIUMEETE HHTSROCHHMHG B30 A3HH W 11 EKouTakTe
VouTube, Facehook Vimeo W L A Nogpoboes

Tumn Off The Lights Pesiiu kisoresmpa

SaTRMHRST Ha 3ENAKE BCE, KPOME REGRONNEENE, HTaSk HIFHEND Ha CTRAHMUE HE

MEWAA0 BaM CMOTpeTe duabs. [Toapobnes

( TYPEO FkaHIRR TRAhHKS
¥CEOPAST Jarpy2Ky CTRAMAL W JN0HOWAT HHTERHET-TPSSHK MK MEQAEHHDM
CORAKHEKIH, Moapolises

/ Lightshat
NE3B0ARET JEAETH CKPRHWETE! BOED SREIEHA A 610 JBETH, REAAKTMEOBATD X,
COEQAHATH B (ROPMATE FNG M ROMSTE HE HEY C0aAkE Taanafibee

Apma gkn.

Apymae yoTpaicTea

Bumn,

Pucynox 13 — Brarouenue niaeuna 6 opaysepe. lllaz-2
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6.4. Haitnure B cincke U Bkiounte pacimpenue Kpunrollpo ST,

@ Kpwntollpo 3UMN

c&J[{? MO3E0NAET CO3A3EaTE W NPOEEPATE EKTPOHHLIE NOANWCK ANA TOPTOE,
BaHKMHra v Nogaun oTueTHocTW B @HC, Poccrat v Apyrie opraHsl.

Pucynox 14 — Brarouenue naacuna 6 opaysepe. lllaz-3

6.5 B Opay3epe B BepXHEM MPABOM YTy OTOOpa3uTCs YBEIOMIIEHHE 00 yCHEUTHON

YCTAaHOBKC IlJIarHa,

_ DX
@ Pacwwupenwre CryptoPro Extension for
f—/".t-//‘ CAdES Browser Plug-in ycnewHo
YCTAHOBNEHO W paBoTaer.
3nauok CryptoPro Extension for CAAES Browser Plug-

iN NCABMTCA B NaHenw Spaysepa, Koraa b
CKEMETECE HE NOAXOARAWER ANA HEFD CTPAHMUE,

YAanUTE paciiMpeHye MOXHO Ha CTpaHMLE
«{lonoAHEHWA», KOTOPan OTKPEIEZETCA M3 MEHED
Bpaysepa.

Pucynok 15 — Yeeoomnenue 06 ycnewnoul ycmanoske niacuna 6 opaysepe

7. IlnaruH yCremHo yCTaHOBJIEH.

8. B 3akiroueHue cieayeT npoBEpUTh KOPPEKTHOCTh YCTAHOBKM ILJIarvHA!

8.1. OTKpPBITH CTPaHUILY IPOBEPKU PAOOTHI
rutaruHa: https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.
html

8.2. OTo0Opa3uTcst OKHO AJIsl MOJATBEPKIACHUS TOCTYIIA;

IIpumeuanue:

Ymoobwl 0anHoe OKHO 0151 HOOMBEPIHCOeHUs. 0OCMYNA He 0moOpa;calocs 8 Oyoyujem
npu NOONUCAHUU OOKYMeHmo8 dnekmponHol noonucwvio 8 UC AOK3, ciedyem dobasumo
0ogepennvie y3ubl 6 maaeun. O mom, Kax 3mo coenamv, CM. CAeOYIOWUL pazoel

Hacmosuweu UHCMPYKYUu.


https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html
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3ToT BeB-CcaliT NeITAaETCA BEINOJHWTE onepauntl C KNHYamn Man
! CEPTMCI:IMKETEMM OT UMEHK MONB3OBATENA.

'https/Swwew.cryptopro.ru/sites/default/files/products/cades/demopag
e/simple.html’

BeincnxeHne Takux onepauunii cnegyeT paspeLlarts ToABKS 418
BeB-caliToB, KOTOPLIM BBl JOBERAETE,

YUTo Bl OTKNHIUNTE J3HHOE NOATEEPHAEHWE ANA KOHKPETHOID
ecB-calita, ero MoxHo Jo0BaBNTE B CNMCOK ACEEPEHHBX BEB-CaATOE,
AOCTYNHBIA HA CTPAHKLE HACTPOEK YEPES MEHHD
Myck-=>KPUNTO-MPO->Hacrpofkn 3UN Browser plug-in,

Pazpelnte 31y onepaune?

He

Pucynox 16 — 3anpoc noomeepaicoenus docmyna

8.3. Haxxmure kHONKY «/la»;

8.4. Ortobpaxaercs cTpaHuMIa NpoBepKH IularmHa. llpum ycnemHoil ycTraHoOBKe
IJIarMHa Ha JIaHHOM CTpaHulle oToOpaxkaerca Haanuch «llnmarun 3arpyxeH» c 3ei1eHOu
TOYKOM (CM. HUXKE PUCYHOK).

I Ipumeuanune:

Ilpu omcymemeuu xopnego2o cepmughuxama y0oCcmogeparouie2o YeHmpa u TUYH020
cepmughukama 6Oezonachocmu, ycmauogiennvix Ha APM nonvzoeamens, omobpazumcs

yeedomieHue 06 owubke Ha cmpaunuye nposepku niaeura. Kax ycmanosums Oanmbie

cepmud)ukambl, CM. 6pa30€]l€ «Ycmanosxka cepmud)ukamoe bezonacHocmuy.

/7N NMpoeepka pabotel Kpuntollpo 3L Browser plug-in

P KPUMTOIMPO

W
+ O Kpuntollpo 3L Browser plug-

F " MnamH 3arpy#eH. @ in
/ a + MHCTpykumMA no paGoTe ¢ nnaruHomM
BepcuA nnaruua: 2.0.13771 Bepcua kpunTonposaigepa: 5.0.11233 _— o
» CxavaTts nnaruH
KpunTonpoeangep: Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider » Crkauate Kpuntollpo CSP

Pucynox 17 — Cmpanuya ona nposepxu niacuna
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2.4  JlodaBienue noBepeHHbIX y3;0B B Kpuntollpo LI browser plug-in

Brioepure [TYCK — KPUIITO-ITPO — Hactpoiiku D11 Browser Plug-in.

B «eunto-nro

WHcrpymenta Kpummellpo
Kpwnrollpe C5P

Hacrpoiku 3LN Browser Plug-in
Ceprudmkarsl

CeprudmKaTel NoNL30EaTENR

¥n paBAEHME AMUWEHSHAMM KFI-H Maua

Pucynok 18 — Omkpwimue nacmpoex niazuna

B Opaysepe oTkpoeTcst cTpaHHIla C HACTPOMKAMU IJIarvHA.

Haxxmute mpaBoit kHomkoi Mbiu Ha yHkTe «Hactpoitku DIIT Browser Plug-in»
U B MeHIO BblOeputre «JlomonHutenbHo > OTKpbITh Nanky c (daiiom». 3aTteM B
OTKpBIBILICHCS TAaNKe HaXKMHUTE MpaBod KHOMKOW Mblmm Ha (aiine «Hactpoiiku D111
Browser  Plug-in» u B  MeHio  BbiOepure  «OTKpBITH € MOMOIIBIO >
[Yandex/ChromiumGOST]» (cM. puCyHKH HUXKE).

B «punTo-nPo

Whcrpymerts Kpurrollpo Microsoft Edge DoTorpagdum

Kpwnrollpo CSP
Hacrpolike LM Browser Plua-in '.' [jj ,

Ceprupmi T 33KPEMMTE Ha HaYaIEHOM 3KpaHe [mn——

Cepmudu JononHuTeEnbHO o
Jamyck oT MMEHW 3AMUHWCTPATORE

¥npaenedue avueHzuanmm Kpuan... .
P u P OrkpoaTs nanky ¢ Garnom

MaraznH Bupeo Skype
Nroga

Pucynox 19 — Omxpoimue nacmpoex niazcuna 6 bpaysepe.
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pmck (C:) » ProgramData » Microsoft » Windows » Start Menu » Programs » KPWMTO-MPO w O MNowck: KPANTO-N
Wnan Jata nsmeHeHnAa Tun Pasmep
‘E) MHcTpymenTel Kpuntollpo 30.11.2018 11:44 Apneik 2KE
) Kpuntolpo C5P 30.11.2018 11:44 Apneix 2 KB
F::aHachDﬁI(I.ﬂ 3UIM Browser Plug-in 1243 ann 0.0 s e
,;Ju CepTrdunkaTel NONL30BATENA OTkpriTE
W Ceprudukarel & [Mepemectuts B Onelrive

(53] ¥npaenenue nuuerznamn Kpunrolpe ¥. Mposeputs Ha empyce:

Fu [Mposepute penyTauumio B KSN

Pacnonokenne daiina

Muount as ImDisk Virtual Disk

T-Zip >

CRC SHA >
[&f Edit with Notepad++

Mpoeepka c ncnonssosaduen Windows Defender...

OTKPBITE € NOMOLLEHY > @ Firefox
B [1oBaeuTs B apXME... E] Google Chrome
B [oBasute e apxwme "config.rar” 2 Internet Explorer
B [loBaeuTs B apXME W OTNPAENTE NO &-Mail... D LibreOffice
B [oBaeuts e apxue "config.rar’ n oTNpaenTe no e-mail =] Microsoft Edge
BOCCTAHOEWTE NPEXHHOH BEPCUHD Y Yandex
[m=] CryTHmk
OTnpaenTs > a - :
D LibreOffice
Breipesate

[5] Mouck & Marazune

Koenupoeats
BrlBpaTe Apyroe NpUAoHeHne

Cosaats apnsik r

Pucynox 20 — Omxpovimue nacmpoex niazuna 8 opaysepe.

Cuctema oToOpakaeT HaCTPOMKH IIarHa B Opaysepe.
JloGaBbTE TOBEPEHHBIE Y3JIbl B OKHE HACTPOEK IJIarvHa.
B kauecTBe TOBEPEHHOTO y3JIa MOKHO yKa3aTh ajapec https://*.roskazna.ru.
Haxxmute kHOTIKY «COXpaHUTBY, 9TOOBI 3aImicaTh BBECHHBIC TOBEPEHHBIC Y3IIbI.
2.5 YcraHoBka cepTUGUKATOB

Hns BemmonHenus (yukuuiit B UC AOK3 na APM mnonb3oBatenst AOTKHBI ObITh

YCTaHOBJICHBI CEPTU(PUKATHI:

KOpPHEBOM cepTU(UKAT TOJOBHOTO YIOCTOBEPSIONIIETO IIeHTpa (CM. pasnen

«Y cTaHOBKA KOPHEBOI'O CEPTH(HUKATA TOJOBHOTO YIOCTOBEPSIOIIETO IIeHTpa");

JUYHBIA cepTU(UKAT MOIB30BaTeNs (CM. pa3ael «Y cTaHOBKA JIMYHOTO cepTudukara

0€30IIaCHOCTHY).

Eciu 11 gopMupoBaHuss UENOYKH cepTUPUKaToB TpeOyeTcss yCTaHOBKa
NOMYMHEHHOTO cepThu(duKaTa, TO OHAa MPOU3BOAUTCS AHAJOTHYHO YCTAHOBKE KOPHEBOI'O
cepTuuKaTa ¢ €IMHCTBEHHbIM OTJIMYMEM: Ha mare 4.3 HYXHO BbIOpaTh XpaHWIUILE

ceptudukraroB «l[poMexyTOUHBIE IIEHTPHI CEPTUDUKAITANY.



16

IIpumeuanue:

Cepmughuxam 6e3onacnocmu 6v10aemcs axKKpeOUumo8aHHuIM YOOCMOBEPAIOUUM
YEHMPOM, KOMOPbl YROTHOMOYEH CO30A8amb MaKue cepmuuramsi.
2.5.1 YcraHoBKa KOPHEBOro cepTuuKaTra TroJIOBHOIO YIOCTOBEPAIONIIETO
LHeHTpa
1. IIpaBoii KHONKOW MBIIIM HaKMUTE Ha (aiine kopHeBoro ceprudukara 'YL u
BBIOEPUTE MYyHKT «Y CTAHOBUTH CEPTHPHUKATY;

2. OTo0pa3uTcst MacTep UMIOPTA CEPTUPUKATOB;

Mactep mmnopTta cepTudpmMKaTos

3TOT MACTep NOMOraeT KoNMpoBaTe EEI:ITMEI:IMKETI:I_.- MWCKK A0BEPMA W CNMWCKKW OT3bIBa
EEI:ITMEI:IMKETDB C NoOKanbHOro AMCKA B XpaHMnuwLe EEDTMEIJMKETDB.

CepTUDMKST, BEIASHHEIM LEHTPOM CEPTUDMKALAM, ABNASTCA NOATEEMHAEHWEM BaLLER

MWYHOCTH M COQEPHMT MHDOPMALMID, HE0DXOAMMYHD ANA 3AWMTEl ASHHEX MW

YCTSHOBNEHWA 3aLLMILEHHEIX CETEERIX NOAKMKYEHMA, XPEHUWLE CEpTUOMKaTOE —

370 0BNaCTE CMCTEMEI, MPEQHEZHAYEHHEA ONA XPEHEHNA CEQTHRMKETOE,
PacnonoseHHe XpaHUnMWLE

(®) Terywmii nonbsoBEaTENE

() NokaneHelit KoMNLoTEp

AnA NpoaomHeEHUA HEHMWTE KHonky “Janee”,

Janee OTmeHa

Pucynox 21 — Macmep umnopma cepmuguxamos

3. BuiGepute xpanmmuine «JIOKaJIbHBIH KOMIBIOTEP» M HAXMHUTE Ha KHOTKY

«Jlameey;
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IIpumeuanue:

Ecnu  omcymcmeyem — 6o3mooicnocmv  vlbopa  xpanunuwa — «JlokanvHuli
KoMnblomepy, ciedyem o0pamumuscsa K cucmemuomy aomunucmpamopy JIBC ona

HACMPOUKU npas J1oKaibHo2o aomurucmpamopa APM.

Hpanwnuue cepTwhUKaTos

XPESHMNKMLWLE CEPTHDMKSTOE - 5TO CMCTEMHEBIE 0RNACTH, B KOTOPEIX
XPEHATCA CEPTHMDMKETEL,

Windows aETOMaTHYECKM BRIBEDET XPAHUMMLLE, MMM Bbl MOMETE YKA3ETE
PACMONOHEHWE CEPTMOMKATS BRYYHYHID,

() ABTOMETWYECKN BEIGDETE XPAHWMMLLE HA DCHOBE THMa CEpTHDMKETS
(@) MoMECTUTE Bre CEPTHOUKATEI B CNEAVIOWES XPaHUIMILE

KPESHMMMLLE CEPTHDUKSTOR:

| Ofzop...

Janee OtmeHa

Pucynok 22 — Bvibop xpanunuwa cepmughuxama

4. B okHe «XpaHuuIie cepTu(UKaToB» aKTUBUPYHTE NiepekirodaTens «IlomecTuts
CepTUHKATEl B CJIEHYIOIIEe XPAaHWIWIIE» U YKAKUTE JAUPEKTOPHIO pPa3MEUICHHS
ceptudukara:

4.1. Haxxmute Ha KHOTIKY «O030D...»;

4.2. OtkpoeTcst OKHO «Bb100p xpaHuIuIa cepTuduKaTay;
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Bribop xpannnnwa ceptudukara

BribepuTe ¥paHUNMWLE CEPTHMEMKATOE, KOTOPOE Bhl
HOTWTE MCNONb30BaTh.

| MidHoe ~
-
7] [oBEpUTENbHEIE OTHOWEHWA B NpEAnpY
+ {71 MpoMEXRyTOHHIE LEHTPEI CEPTHRMKALA
.| NosepenHsie nsnateni

L. T CenmaiaeaTRE K KATARKIM HET ARSI

< >

[ ] NokasaTe dusM4ente XpaHANMLLA

Ommena

Pucynok 23 — Bvibop xpanunuwa cepmughuxama

4.3. BeiOepure xpanunuiie «/{oBepeHHbIe KOPHEBBIC IIEHTPHI CEPTUDUKALINNY;
4.4. Haxxmute Ha KHONKY «OK».

5. OTKpoeTcst OKHO 3aBepIIeHUsI pa0OThI MacTepa UMIOPTa CEPTUPHUKATOB;

3aBeplieHWe MacTepa MMNopTa cepTU¢UKaToB

CepTudukaT OyYAET MMNOPTUPOBEH NOCNE HEXATKMA KHonkK “ToTosn”,

BEINM YKE33HEl CNEAYIOWMWE NapaMeTpel:

KPEHUNWLLE CEpTUQMKATOE, BeidpaHHoe Nonb3oBaTenem Sl R M s == Rl
Coaepsumos CepTudukaT

Pucynox 24 — Okno 3asepuenus pabomsi macmepa umnopma cepmupuramos
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6. Haxxmute Ha kHONIKY «I"O0TOBOY;

7. losiBUTCS cOOOLIEHHNE, YTO UMIOPT YCIEIIHO BBIOIHEH;

MacTep mmnopta cepTugmukarTos X
o MMNopT yenewHo BenonHEH,

Pucynok 25 — 3asepwienue ycmanosxu

8. Haxxmute Ha kHONIKY «OK».

2.5.2 YcraHoBKa JUYHOTO cepTuduUKaTa (Npu He0OX0IMMOCTH)

VYcranoBka ceprudukara rnojiab30BaTess B XpaHWINILE TUYHBIX cepTruukaroB APM
MOJIb30BATENSl BBINOJHAETCS B ciayyae, eciau ¢ain cepTuduKara MOJIb30BATENS HE
ABJSIETCA €IWHBIM LEIbIM C 3aKpbhITBIM KJIIOYOM (B mOpouecce MoiaydeHuss B Y1
ceptudukar B popmare «*.cer» ObLIT 3aMKcaH Ha OT/ICIbHBIA HOCUTENIb HH(POpMAITUN).

VYcraHoBka cepTudukaTa Moib30BaTENs B XpAHWIHILE JTUYHBIX cepTUPuKaTtoB APM
MOJIb30BATENsl BBIMOJHIETCS 0] YYETHOM 3amuChi0 IOJIb30BaTeNs, KoTopas Oyner
MCNOJIb30BaThCs B npouecce Bxoaa B UC AOKS.

Jlnst ycTaHOBKHM cepTHdUKaTa MOIB30BATENsl B XPAHUIIUIIE JIMYHBIX CepTU(DUKATOB
APM nonw3oBarens cpencrBamu CK3U «Kpunrollpo» HeoOxoaumo:

1) Ortkpeith npuioxenue «Kpunrollpo CSP» u nepeiitu Ha BKiaaky «CepBHCY;
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0 Kpwunrollpo CSP

BesonacHoCTE Winlogon HacTpofit TLS KpuvnTonNpoBaia ekl
OfLwme ObopynoBaHWe Cepaic OononHKUTENEHD ANropUTMbI

KOHTERHED 3aKPEITOMD KIKOYE

STH MACTEPa NO3E0NADT NPOTECTMPOBATE, CKOMWPOESTE MM
¥YoanuTe KDHTEHHED 3aKpEITOro KNko4a C HOCMTERA.

MpoTecTMPoBaTb. .. CronMpoBaTh. .. ¥OanuTb...

CepTUhWKETEl B KOHTEAHEDE 33KPEITOMD KMKKYa

3TOT MACTED NOSBONAET NPOCMOTPETE CENTUHMKATEI, HAXOAALMECRA
B KOHTEAHEDE 38KPEITOMD KMKD4YE, M YCTEHOBMTE WX B XPEHWIMLLE
CEPTHDMKETOR,

MPOCMOTPETE CEPTMRMKETE! B KOHTEMHEDE. ..

MWYHBIA cepTHUgMKET

3TOT MACTED NOSBONAET CBAZETE CEPTMOMKAT 13 daina c
KOHTEMHEDOM SAKPLITOMD KAKYE, YCTSHOBME 3TOT CEpTUDMKAET B
MPEHWUMMLLE,

| YCTEHOBMTE MMYHEIN CEPTHDMKET. ..

Mapony 3aKpeITeIx Knoqei

3TW MECTEPE NO3BONAKDT M3MEHWTE napony (MMH-«oak) saKpemeix
KIHOYER MK YOSNWTE 3EN0MHEHHEIE DEHEE MEPOM,

WZMEHWMTE Napons. .. ¥AanuTb 3aMoMHEHHEIE NAPONH. ..

OTMEHE MpHMEHTE

Pucynox 26 — Bxnaoka «Cepsucy

2) Haxatb KHOTIKY «Y CTAaHOBUTH JIMYHBIA CEPTHPHUKATY;

3) BbiOpaTh IMUHbBIN cepTU(HUKAT, HaXKaB Ha KHONKY «O030p»;
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‘ MacTep ycraHoekmn nnyHOre cepTrdmkaTa

Pacnonoxenwe dafina cepmwbukara

Beemate unn YEAXWTE pAcnonoxeHe falina YCTaHaENWMBASMOoro CEpTUPMKaTa rg

Hmna paiina cepmthukaTa:

CUzers\Wadim Desktop . Solovyev]er O@zop...

PopMaT PAANE MOKET OOHAM M3 CRNEQYHLLAY;

Fain cepmmpmkara - X.509 (CER,.CRT)
Coofuwenwe ctanpapta PRCS #7 (P7B..P7M..DER)
¥PEHWNWLLE CEPMANM30BaHHbE ceEpTUmMKaTos ((55T)

JameyaHue:

HekoTopeie RopMaThl aAN0E MOryT COAEPXaTe B 00HOM daine
fionee 0AHOMD CEPTURMKATA.

<Hasan O

Pucynox 27 — Beibop cepmughuxama

4) Haxatp KHOTIKY «Jlanee»;
5) OtoOpa3utcst OKHO C JAHHBIMU O BBIOPAaHHOM CEpTU(HKATE;
6) Haxatp kHOTIKY «Jlanee»;
7) Yka3zaTh KOHTEHHEp 3aKPBITOTO KIIF0YA;
Ecin koHTelHep pacronaraercsi Ha IPUCOCAUHEHHOM HOCHUTENE, TO CIEAyeT

YCTaHOBUTH NPU3HAK «HalTh KOHTEHHEP aBTOMaTUYECKI.
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|2 MacTep ycTaHoBKW MYHOTO cepTUdUKaTa X

KoHTe#tep 3akpuiToro Kmoua
BeepiTe M yKaxmTe KOHTEMHED 33KPbITOr0 KMOYa, KOTOPLIA COOTBETCTBYET Ig
BblGpaHHOMY CEPTUDUKSTY

[ Haim konTeitHep asToMamyecky

Wma Knioyesoro KoHTERHEPa:
WAFAT12_DA\SolovyevVV2012 Obsop..

BeeaenHoe uMA 3303€T KNDYEBO KOHTEHED:
(® Mone3oBaTtens
KomnetoTepa

BeiGepute CSP ana noMcka Knoyesbix KOHTEAHEPOS:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

< Hasan Omvena

Pucynox 28 — Beibop xoumetinepa 3axpvimo2o Kioua

8) Vkazarb xpaHuwnuiie cepTudukara;

|4 MacTep ycTaHoeku nmuHoro ceptudukara X
Xpanmmiue cepTMduKaTos
YkaxuTe XpaHunuLLe CepTUDMKETOB ANA YyCTEHOBKM BbIBpaHHOro paHee rg
CEpTUDMKATE.

YKaszaHHbiin paHee enar UCnoNb30BaHMA KNOYEBbIX KOHTEHEepOoB NoNb30BaTENA UK
KOMMNeOTEPS ONpeaenfeT BblﬁOp HeobxX0 AMMBIX XP3HUNULL CEpTUPUKATOB

¥iMa XpaHunuLLE CepTMOUKaTOB: :
MuuHoe OBzop...

YICOONB3YHOTCA APaHHMAKIL G CEPTHPUKATOR:

MonszoBaTens
Komnetotepa

[m] YeTaHosuTe cepidukaT (LEMouKy CEpTUPHKATOR) B KOHTEHED

<Hoson Omera

Pucynok 29 — Buibop xpanunuwa cepmughuxama

9) Haxatp kHOIKYy «["0TOBOY;
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i MacTep ycraHoBku nuuHoro ceptudukara X

3asepuweHne paboTbl MacTepa
YCTaHOBKW NUYHOro ceptudukara

Beinu yKasaHbl cnegyowme NapameTpb:

[ Bzams cepmudmkaT A
U3 Paina C:\Users\V.Solovyev.INF( ‘
WUM#A CEpTUPMKAETE C=RU, S=Mocksa, L=Moc
cyObekT C=RU, S=Mocksa, L=Moc
MOCTaBLUMK E=uc_fk@roskazna.ru, S=
AReWCTBUTENEH C 15 aBrycta 2015 . 17:45:
ASACTBUTENEH MO 15 HorOpa 2020 . 17:45:
CEPUIAHBLIA HoMEp 0733 v

< >

YBeamTeck, 4To BbIOpaHbI NPaBMnbHbLIE NaPaMETPLI U
HaxmuTe KHonky "ToToBo" AnNA BbINONHEHWA YCTEHOBKM.

< Hasan loToBO Omvena

Pucynox 30 — 3asepuienue nacmpoex ycmanosku cepmuguxama

10) CeprudukaT yCTaHOBJICH B KOHTEHWHEpP 3aKpBITOTO KII0Ya M B XPaHMIIHUIIC
«JInunoe» Ha APM nons3oBarens.

2.6 Hactpoiika 6pay3epa

[lepen nauamom padotel ¢ UC AOK3 6paysep mokeH ObITh HACTPOEH Ha padoTy
o 'OCTy:

1. Otkpoiite Opay3ep;

2. OTkpoiTe HACTPOUKHU Opay3epa;
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¥ =
0 CHHXpOHW3ALMA
CoxpanuTe gasHele, yTobsl MX HE NOTEQATE
Jaknamxm 2
Mapoau 20
JonoaxeHKna 1
COXpaHUTE A3HHEIE

A

- 100%  + y

Brnounte Typbo

Gl &

Pex1M UHKOTHWUTO Cirl + Shift + |

HacTpoiikw

HMcTopna

3arpy3xu Ctrl + |
BT ERL

KonnekLumm

T DD Ol

Mapond W K3pTh

E:} LonoAHEHWS

E] JAonoNHWUTENEHD

Pucynok 31 — Omxpwvimue nacmpoex opayszepa

3. B manenu HaBUrauuu OTKPHITH pazaen « CHCTEMHBIEY,



25

Ja=nagrM JarpyEEs HcTopsia LONONHEHHR HBEI'PIHHKH EE30NE{HOCTh MapoaH M KaPTE Apyrie yCTRaHCTES

CanTel

FACLIMPEHHDIE HATTPONKKH CAWTOD
Oduyne wacTpodfi

Hurepdieiic
MncTpyMenTo CHETEMHBIE
CafTm
CLCTEMHBIE Zanyckats Bpayzep suecte ¢ Windows
Beerna =
Ceth

D MogkmouaTech K caiTan, wonoaszykaurs wuopoeande no NOCT. Tpedyetca Kpuntollpo C5P.
W ABTOMATWUECKH OTKPEIBATE CAkTE NO NpoTokony HTTPS, ecan oHw ero noAoepsHBanT

I:‘ MpegympesgaTs, eoad y cadTa goasena Swrte HTTPS-pepoes, Ho ee et

HacTpoikn Npokcr-tepeepa

¥NpaaneHMe cepTrihakaTamie

MpoKIEDANTENBHOCTE

» Paspewats NpYAOKEHKAM PEGOTETE B SOHOBOM PEXHME NOCNE JAKPETHR Gpay3epa
¥ cnoALs0paTh ANNApATHOE YoROPEHWE, SCAM BOIMOMHD

[] ontemmsaposate nichpaxenisn 4an IK0mOMM ONEDETABHOR NEMATA

» DEHOBENATS SPAy3IEn, AEMe B00W OH HE JANYILEH

Pucynox 32 — Omkpwvimue cucmemHnvix Hacmpoek opay3zepa

4. BkaroyuTe 4eKOOKC ((HOI[KJ'IIOII&TI)CH K CaﬁTaM, HCIIOJIB3YIOIINM IIII/I(I)pOBaHI/Ie I10

I'OCT. Tpeobyercs Kpuntollpo CSPy.

CeTb

I v [loaknuUaTbCa K CalTaMm, MCNOAL3YHWKMM WkdposaHwe no NOCT. Tpetyetca Kpwntollpo CSP.

v ABTOMAaTMYESCKW OTKPLIBATE CalTel NO NnpoTtokoay HTTPS, ecaw oHW ero Noaaep:uearoT
|:| MpegynpexaaTh, €CAW Y CaWTa JoNnxHa BuiTb HTTPS-Bepcua, HO e€ HeT
HacTpoikw npokcK-cepeepa

¥Ynpaenexnve ceptudrkaTamm

Pucynox 33 — Brarouenue nacmpotiku opaysepa 05 nOOKIOUeHUs: K Caumam,
ucnoav3yrowum wugposanue no 'OCT
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3. PETUCTPAIIA B UC AOK3
3.1. B nmanHOW HHCTPYKIIMM HE paccMaTpUBACTCS NPOIEAypa PETHCTpPAIliU B
[TIOUb COBU ®K. Ilpu Bo3HukHOBeHHHM BompocoB 1o padore B [IOMb COBU ®K
HEOOXOJIUMO  BOCIIOJIb30BaThCSl MHCTPYKIHUSIMHU, KOTOpPbIE pa3MelleHbl Ha caiTe

denepanbHoro kasHaueiictBa hittps://roskazna.gov.ru B pazmene «I'MC» — «Cucrema

oOecrnieuenus 6ezonacHocTy uHPopManuu PeepanbHOr0 Ka3HAYSHCTBAY.
4.2 Nlns padorel B MIC AOK3 monbp3oBarento opraHu3aiiu HeoOXoauMo J00aBHTh
posb «Cotpynauk OKI» B IIOMb COBU OK.

4.2.1 Tlonp3oBaremo HeoOxoaquMo BoutH B [IOMB COBU ®K mno cceuike

https://sobi.cert.roskazna.ru u BEIOpaTh CBOM cepTH(HKAT JIJIs BXOA.

ITo YMOJYAaHHIO ITOCJIC BXOda OTKPBIBACTCA HpO(I)I/IJ'IB II0JIB30BaTCJIA.

MovBCOBM @K DX AOK3 @) DIP (@ Balabits BalaBit Shell Control

CDEJIEPH."I])HOE Ka3Ha4yelcTBo

TonyGeBa AHacTacusi AJeKCaH/IpOBHa
O6un1e cBeIeHNsT TnoGansHbIe MOTHOMOYMS TonHoMOuMS Hacrpoiixun

OCHOBHBIE JaHHbIE

DanMuHs Tomy6eBa
AHacTacHs

Oruectso AnekcannposHa

—

He yeranosen

AKTHBHAS

Pucynok 34 — Ilpoghune nonvzosamens ¢ IOUE CObBU K

JI1s m3MeHeH s MMOJTHOMOYHMM HEOOX0AMMO MepeTH Ha BKIAKy «llomHoMOUMsI» U

HaXXaTb KHOIIKY «3MEHUTDBY.


https://roskazna.gov.ru/
https://sobi.cert.roskazna.ru/
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(=@
@ Cncrema obecrieerns 6esonac: X | (-]
P - - -
< C @ sobicertroskazna.ru/poib/am/#/profile * & e ® A 2
CKVMAO yok [P Nowia @ Yol @ CY30K & MOMBCOBMOK DX AOK3 (@ DIP @@ BalaBits BalaBit Shell Control Cnucok ana uTesus

2, TonybesaA.A. Cumemurs [3> Bexxon

Sammxu Amommcrpuposase +

Tnasnas

Tony6eBa AHactacust AeKcaHIPOBHA

OGmie cheniers IM0GATbHbIe MOTHOMOWHS  3MeKTpOHHbIe mopepertocr] — Mommomowmts | Hacrpoitar

ToxcucTeMa oecneueHns MHCI)ODMGIL[V[OHHOVI Ge30macHoCT  ~

AOK3 -~

Vrocropepswomuit neHTp OeIepanbHOro KasHaueiicTea  ~

M3MEHUTL

Pucynok 35 — Bxnaoka «Illonnomouusy ¢ IIOUE COBU K

B nosiBuBIIemMcs okHe HEOOX0IMMO W3 BhIMagaromiero cnucka Beiopate UC AOK3,
MocJie€ 4Yero OTMETUTh rajmoukod ponb «Corpyanuk OKHW» u HaxaTh KHOIKY

«HpOI[OJ'DKI/ITB» .

[ @ Coereus osecneuenunesonsc: X | . o =i e
<« C @ sobicertroskazna.ru/poib/am/#/profile % S e H i

CKMAO yok [ nowa @ oL @ 3ok nOVBCOBMOK X AOK2 @ OLP (@ BataBitS [ Balad

[ Crveor am wresen

H3meneHue nonHoMoumit npod)nml VUeTHOI1 3aMucH Nonb3oBaTens

Coepiyrssce  Passepuyrs sce
Ge3rpynnes -

OuabTph

AZpMHHICTDETOD CHeTeMs AOK3

24.05.2022

Hassavennte pomt

HeasHaueHHMeE poni

Corpyaume cepenchol cryxtel

CBPOCHTL OULTPBI

neocuotp wsmenenmi @ OTMEHA m

Pucynok 36 — Haznauenue poau « Compyonux OKHUy» ¢ IIOUF COBU K
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Hlanee HeoOxoaumo BbIOpaTh cBOW cepTUdUKAT (IPU HAIUYUU HECKOJIBKHUX

AecTByromuX cepTudukatoB BbIOMpaeTcs JI000H M3 HHUX) W HaXaTh KHOIKY

«Ilopmucatby.

H3meHeHMe norHOMOUMIt ]'lPOCbH.’ISl YUeTHOJ 3amyCH Mo/1b30BaTeNs

MoanuceiBaeMble AaHHbIE:
Kpunrollpo
3asBKa Ha M3MEHEH}E NOTHOMOYI Nob30BaTens [0yGeBa AHACTACHS ANEKCAHAPOBHA:
Mndopmausonnas cucrema: AOK3
JocTynHble cepTHdHUKATHL: JloSannernute pomu: >
Hasmenosanne: Corpyanuk OK3, aara navana: 24.05.2022 09:46:14 (MSK)

_ naTa oxoHuarus: Beccpouno
@ Tonybesa Anacracis AneKCaHIPOBHA

-

PucyHOK 37— CDOpmupoeaHue 3a56KU HA U3MEHeHUe NOJIHOMOYUL NOJIb308AMEJs

[Tocne ycmemnrHoro mojnucaHus 3asiBKM CHCT€Ma BBIIAET COOOIIEHHUE, YTO 3asBKa
npunsTa. [locie co3maHus 3asiBKa TMOCTymaeT Ha yTBepxkAeHue Perucrparopy

OpraHu3aiuu.

‘
Bama 3asgBka NelIITITP-1-20220524-005881 Ha u3MeHeHHe
I TIOJIHOMOUYHI] YUeTHOH 3aIIHCH II0JIb30BaTeld IPHHATA. I

PucyHOK 38 — 3asexa na uzmenenue NOIHOMOUUL NOALIOBAMEIIS

Hiamenenne nortHomounst

[Tepedyenp Bcex 3aBOK MOXXHO MpPOCMOTpeTh B pazaene «3aaBku» [IOWb COBU

OK.
[Tocne ytBepxknenus 3asaBku B [IOMUb COBU ®K Perucrparopom Ha aapec

AJIIEKTPOHHOM MOYTHI MOJIb30BATENS, YKa3aHHbBIN MTPU PETUCTPAIK, IPUJIET cOOOIIEeHrE 00

HUCIIOJTHCHHU 3as1BKU.
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4, HNOPAI0OK PABOTbBI B UC AOK3
Jlist pa6otel B UC AOK3 HEoO6x0auMo TTepeiTH o OAHON U3 CISTYIOIINX CCBUIOK:

— https://aokz.cert.roskazna.ru — Bxona mo ceprudukary;

— https://aokz.login.roskazna.ru — BXoz 1o JIOTHHY | I1apoJIio.

Hutepdeiic UC AOK3 conepKuT cieayronye pas3aesbl:
- Ox3emmsapel CK3U

- JInuen3nn

I AOK3

O JIMLEH3MK

8= Sksemnnspbi CK3W

Pucynok 39 — Pazoenvt UC AOK?3

4.1. Paznen «Ixzemiapbl CK3N»

B pazgene «Ox3zemmsippi CK3W» coaepXUTCS TMOJHBIA CHUCOK JK3EMILIIPOB

CK3U, nepenanubix B OpraHuzaluto.

-y
= iijwu

5014?9‘- E‘u‘umi Anexcangposuy a

Sk3emnnapbl OpraHusaumnm

Blel®l®®

g e -

[mEE

Hawnenoeanne ~ Perncrpaumonsii NE ~  Monyeenoor - cnme . '“‘m‘mm N

Coecrao KpunTOrpaGIiEcKofl 33Ul ELE /icTBA N0 o . "
wHGopmaiim “KpunTofpo CSP" 4.0 9963 KC1 SRICHIZATAMRI0NIZA PECTYS/VKE XAKACHA pent 1.032022

Pucynox 40 — Paszoen «dxzemnisapvr CK3U»


https://aokz.cert.roskazna.ru/
https://aokz.login.roskazna.ru/
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Jlnst mpocmoTtpa aetanbHOM wHbopMarmu o0 3x3emiusipe CK3U, weobxommmo
Ha)kKaTb Ha COOTBETCTBYIONIYIO CTPOKY B TaOJIMYHOM TMIpeAcTaBlieHHMH. B Kaprouke
skzemmuisipa CK3UM moxkHO mnpocMmorpers o0060mme panHele 00 sx3emiuisipe CK3U,
npussizanHbie K ok3eMiusipy CK3W nmnensmn u wHGOpMaNUio O MEPONPHSTHSIX,
BBITMIOJTHEHHBIX C JAHHBIM 3K3EMILISIPOM.

KapTouka sKx3eMIuisipa COAEPKUT CIACAYIOIINE pa3 bl

- Nudopmarusi;

- Meponpustus;

- JlunieH3uu;

- Ucropus.

8= > KpunTollpo CSP 11732 Base-1

MHOOPMALNA MEPONPUATUA NNLEH3WK WCTOPUA

v PeKBU3UTbI

=4 ®

- CTaTyc

emnnsp) ———
21/50/4 |

Mepenan O6nanatento kOHGUAEHLMANbHOW UHD ‘

~ Mpoaykr

KpunToMpo CSP 5.0 | | ‘

~ Bepeua ~ Céopka -~ NMepegaso s

000 Tamma ‘

Tpynna KoMnaHin ‘

Pucynok 41 — Bxknaoka «Ungpopmayusny kapmouku sxzemniapa CK3U

B paznene «Mudopmanus» npeactaBieHbl OCHOBHbIE JaHHbIE dk3eMiuisipa CK3U.

I[J'DI TOrIO, yTOOBI 03HAKOMHTBLECS C KOMIUIEKTOM ITOCTaBKH I[I/ICTpI/I6YTI/IBa, HCO6XOI[I/IMO

Ha)kaTh Ha KHOMKYy . JI;msi ckaumBaHUS TUCTPUOYTHMBAa B OTKPBIBIIEMCS JTUAJIOTOBOM
OKHE BbIOpaTh (haiiyl WM HaXkaTh Ha KHOMKY «CKadaTb BCe» IS CKAUMBAHUSI KOMITJICKTA
noctaBku CK3U nenmnkom.

B pasmene «Meponpustus» OTOOpa)karoTCsl JEWUCTBUS, BBITIOJIHEHHBIE C

sx3emiusipoM CK3U ¢ momenTa nepegaun sx3emiuisipa CK3U B Opranuzanuio.
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B > Kpuntollpo CSP 11732 Base-1

MH®OPMALMA MEPONPUATMA JINUEH3NK

~  CMMCOK MeponpusATHii

® @

v YcTaHoBKa(BBOA B ACHCTBME)

ucToPUA

v TNoaTBepxeHune nonyyeHus

~ Moanucano

- [laTa cONPOBOAUTENDHOTD AOKYMEHTa —
‘ | 01.10.2021 |

ABpamos ApTEM ‘

01.10.2021

Pucynox 42 — Bxnaoxka « Meponpusmusy kapmouku sxzemniapa CK3U

B paznene «JIuneHsum» oTOOpa)xkaercs CHOUCOK JIMIICH3WM, TEepeAaHHBIX B

Opranuzanuoo COBMECTHO € yka3aHHBIM dk3eMiursipoM CK3U wim npuBsA3aHHBIX K HEMY

BPpY4YHYIO. HaxaB Ha CTPOKY C JIHI.[GH?)PICI?I, CUCTCMaA IICPCBCACT Ha CTpaHUIy, I'IC MOKHO

o @®
IIPOCMOTPCTD JIMOCH3WMOHHBIN KIIIOY, HA’KaB Ha KHOIIKY .

R > Kpuntollpo CSP 11732 Base-1

WH®OPMALKMA MEPONPHUATHA NUUEH3UM WUCTOPKA
~ CBA3aHHble NUUEH3UK
e}

JIuueH21oHHbIA . .

O Ne Cpok nedcTeus LeiicTeyeT MNpuMedaHue [HaTa U3MeHeHna -
KoY

D 6 ** jnjd 17.12.2021 AKTHBHA 04.10.2021

[NA NpUBA3IKK B

**

O s AKTUBHE oku 04.10.2021

Pucynok 43 — Bxnaoka «/Jluyenzuuy xkapmouxu sxzemnisapa CK3U
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4.2. Ynpasaenue sx3emmiasipamu CK3U

Sk3emMnnsApbl OpraHnaaumm

2| || B B«

BCEl0 3JIEMEHTOB: 0

Ne HanmeHoBaHue PernctpaumoHHbin Ne MonyyeHo ot

Pucynok 44 — Ilonsa noucka skzemnisapoe CK3U

Hns mepeBoaa sk3emiuisipa CK3W B cienyromuii craryc mo Ou3Hec-TIpoIiieccy,
HE0OXoauMO B pazzene «Ik3eMIUsipbl» BboIOpaTh sk3emiuisip CK3UW u Haxath Ha

HCO6XOI[I/IMYIO KHOIIKY II€pEXoaa.

[ToaTBepxknenue nonyyenus sxkzemiuisipa CK31.

Coo0uuTh, yto ykazanubii sx3emiuisip CK3U Obut BBenEH B aelicTBUE.

Coo0uuTh, yto ykazaHHbii sk3emiuiasp CK3U Obu1 BoIBeZIeH U3 1eHCTBUS.

Bepuyts sx3emmsp CK3MU.

Takke ecTb BO3MOXXHOCTb BBINOJHUTh JAHHbIE MEPONPUATUA B KapTOUKE
sxzemiuisipa CK3U. lns storo otkpoiite xaptouky sk3emiuisipa CK3U, BbiOpaB ero B
CIIMCKE, U HAKMUTE Ha KHOIIKY IIEPEX0/1a B COOTBETCTBYIOLIUI CTaTYC.

Huxe B Tabnuile NpUBENIEH NEPEUYCHb NEUCTBUI U YTOUHSIIOUIUE CBEACHUS, KOTOPhIE

YKa3bIBAIOTCS NP BBINOJHEHUHN JeUCcTBUM ¢ sKk3eMiuisipamu CK3U.

JencTBHe YTouHsIOIIHE CBEIEHUS

[ToaTBepkaeHne NOIydeHUs JlaTa cOnpOBOIMTENBHOTO JOKYMEHTA;
Homep conpoBoIUTENBHOTO JOKYMEHTA.

VYcranoBka (BBoa B aeiicTBuHe) JlaTta BBOJ1a B JEHCTBUE;
Homep noaTBepxaaroniero J0KyMeHTa.

N3bsatue (BeiBoa U3 aeiicTBUSN) JlaTta uzbsTus;
Homep noaTBepxaaroniero J0KyMeHTa.

Bo3sspar Howmep conpoBOIUTENBHOTO TOKYMEHTA;
JlaTa cOnpOBOIMTENBHOTO JOKYMEHTA.
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5. PABJIEJI «JIMOEH3UN»
B pasnene «JIunensum» otoOpakeH cnucOK JnieH3uid Ha 3k3emiusippl CK3U B

BU/I€ TAOJIUILIBI.

o JlnueHsuu

| 2] | al al o] -

JIMUeHMOHHbIA _ -
0O e - cK3M Cpok eiicTens Leicteyer [ata nameHeHnA
K04

D 2 **1DQ2 VipNet CSP 4 BeccpeuHo AxTHBHA 02.07.2021

O s KpunTorpo CSP 5.0 BeccpouHo AKTHEHE 03.08.2021

Pucynok 45 — Pazoen «Jluyensuu» UC AOK3

HanmMeHnoBanust cTo10110B TaOIMIIBI UMEIOT CIACAYIOIINE 3HAUCHHUS:

«N2» — MOPSAIKOBBIN HOMED JIMLIEHUH B CIIUCKE;

«JIMIEH3NOHHBIN KIIFOYY — JIMLIIEH3UOHHBIN KJII0Y;

«CK3WN» — naumeHnoBaHue, Bepcus u coopka sxkzemiuisipa CK3U;

«CpoOK IeiCTBUS» — CPOK JICVCTBHS JTULICH3NM;

«JlercTByeT» — CTaTyC JIMIEH3UH;

«/lata u3MeHeHusD»» — J1aTa U3MECHEHUS JaHHBIX JINIICH3UH.

[IpenycmMoTpeHa BO3MOXKHOCTh (DUIBTPAIlMUA CIHMCKA JIUIEH3UA COTJIACHO JAaHHBIM
BBIOPAHHOTO CTOJIONIA.

B kaprouke JMIIEH3UM MOXHO TPOCMOTPETh OOIIUE JaHHBIE O JIUIECH3HH,

MMPUIIOKCHHBIC K JIMOCH3WH (baﬁﬂbl, a4 TaKXKC IPHUBA3AHHBIC K JIMIOCH3UKU JSK3CMINIAPLI

CK3H.

6. BBIXO/ U3 CUCTEMBbI
s Beixona n3 UC AOK3 HeoO6X0MMo HakaTh Ha KHOMKY «BBIX0OJT U3 CHCTEMBI» U

nepe3anycTuTh Opaysep.



